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Abstract

This monogram is simply the simplified proof of achievability part of secrecy capacity in stronger sense in [1] and [2].
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I. INTRODUCTION

This paper is just the simple way of re-writing the proof of achievability of secrecy capacity of DM-Wiretap channel in
stronger sense, first proved by Imre Csiszar [2].
A note about the notation: capital letters, like W will denote a random variable and the corresponding small letter w its

realization. An n-length vector (Aq, As, ..., A,)will be denoted as A™.

II. SOME PRELIMINARY RESULTS

To prove the main theorem, we need several lemmas. In this section we will simply state those lemmas. The proof of these
lemmas can be found in the appendix.

Lemma 1 (Extractor Lemma): (i) For a PD P on a finite set /{ and € > 0, if P(u) < 1/d for each u € U then a randomly
selected mapping 7 : U — {1,...,k} satisfies

ci=1,...k, (1)

with probability at least
1— 2k€_62d/2k(1+6). (2)

(ii) The weaker hypothesis P ({u: P(u) < 1/d}) > 1 — 5 still suffices for

<e+2p 3)

to hold with probability at least
1— 2k6762(17n)d/2]€(1+6). 4)

In particular, if each P in a family P of PDs on U/ satisfies that hypothesis then a randomly selected 7 as above will be an

(e + 2n)-extractor for the family P with probability at least
1 — 2k|Ple¢ (1=md/2k(1+e) (5)

Lemma 2 (Secrecy Lemma): Let U,V be random variables with values in finite sets I/, )

1. The hypothesis

(6)

Pyy ({(u,v) Py (ulv) < ;}) > 1ty s



1
Eln(2k|V|) < a < 6 (7
imply the existence of a mapping 7 : U — {1, ..., k} satisfying the security bound
S(r(U)V) < (o + 2n)log(k) + h(a +1n). (®)
with probability at least 1 — 2k|V|e="4/k.
2. If there exists a set B C U x V such that
1
Pyy (u,v) < a|B|When (u,v) € B )
Pyv(B) > 1—(n* —a?) (10)
with a < 1/6, n < 1/3, then there exists a mapping 7 : U — {1,..., k} satisfying the security bound (8) provided that
1
k < min a6m1n|BU|,wel/o‘ (11)
Corollary 3: For discrete memoryless multiple source (DMMS) with generic variables (X,Y") (i) to any 0 there exists £ > 0
such that for k < e"H(XY)=3] 3 randomly selected mapping pi : X™ — {1,..., k} gives
S(r(X™M)|Y™) < e ", des,; (12)

(ii) Let Z(™ be any random variable jointly distributed with(X™,Y™) that has at most €™ possible values. Then if k <
e H(XIY)=r=3] " agsertion (i) remains valid for S(m(X™)[Y™, Z(").

Lemma 4: Given finite sets X,), and H > 0, § > 0, for a randomly selected mapping = : X" — {1,...,k} with
1/nlogk > H + ¢ and a suitable decoder mapping ¢ : Y™ x {1,...,k} — X™ (depending on ), it holds with probability
approaching unity as n — oo that, simultaneously for all DMMSs with geniric variables X, Y satisfying H(X|Y) < H,

Pr{o(Y", n(X")) # X"} < €, (13)

where €, — 0 exponentially rapidly.
Lemma 5 (Typicality Lemma): It holds, assuming in (iii)-(iv) that n is sufficiently large:

(i)
(i)
H log PU (") — H(X)’ <rifa" € Ty, (14)
‘711 log P¥(x"|z") — H(XZ)’ <7 if (2",2") € 7TUX]£7 15)
(iif)
‘;logmx]s‘ - H(X)’ <7 (16)
’ilog’T[UX "| - H(X|Z) ’ <7 if Tyx) (2") # 0 (17)

Lemma 6: The probability that in N independent trials an event of probability ¢ occurs less/more than agN times, according
as a = 1, is bounded above by e~“(®N4¢ where c(a) = alna — a + 1.
Corollary 7A: Consider N = 2" sequences ' € X™ independently drawn from the distribution PZ.
(i) To any & > 0 there exists p > 0 such that all but a fraction e™”" of the sequences z] are {— typical, d.e.s.
(i) If I(X;Y) < R, to any 7 > 0 there exists ¢ > 0 such that

10g|{z z € Tixy) (y" }‘ (R-I(X;Y))| <, des. (18)



simultaneously for all y™ € Y™ with Tixy1. (y") # 0.

Corollary 7B: Consider N = 2" sequences 7" € X™ drawn independently from the distribution P;}lU(.|u”), for given
u™ € U. The following hold uniformly with respect to the choice of u”.
(i) If u™ is &-typical and ¢ — &, there exists p > 0 such that all but a fraction e(~™?) of the xj are jointly typical with u",
d.e.s.
(i) If I(X;Y|U) < R, to any 7 > 0 there exists o > 0 such that

1 . n n n
Elog|{z:xi € Twxyy, W™y} — (R—I(X;Y|U))| <7, des. (19)

simultaneously for all y™ € Y™ with Ty xy), (u”,y") # 0, with { < 0.

III. STRONG SECRECY

Theorem I:For wiretap channel, the secrecy capacity achieved is
Cs=max [[(X;Y)—I(X;Z)] (20)

in strong sence.

Proof:Let § > 0 be a fixed small number and we select randomly N = e"[/(X;¥)=9] sequences X* € X" from the
distribution P. Tt is well known that with high probability, the resulting set & = {XJ', X%, ..., X%} is the codeword set of
a code for channel {1} whose average probability of error is exponentially small.

Let U be a random variable uniformaly distributed on U, and let Y™, Z" be the ourputs of the channels {W;}, {Ws}
corresponding to input U. Due to decodability of U from Y™ the achievability of R = I(X;Y) — I(X; Z) (in the stronger
sense) will follow if we prove the existence of a mapping = : U — {1,2,...,k} with %logk arbitrarily close to R s.t.

M = 7(U) satisfies the secrecy condition, i.e.
S(M|Z") = log(M) — H(M|Z"™) < e. Q1)

In this case V = Z™, and we apply (i) part to the set of all jointly (-typical pairs (z7,2") € U x Z™ in the role of B.

7

Now we know from secrecy lemma part (ii), the set in the lemma B should satisfy property (9). Now from (15) we have
PR z(z"]z") < g~ MH(X[2)=T) (22)
Now from (17), we have )
H(X|Z) > ﬁlog|B| -7 (23)
Now from (22) and (23) we have

P;|Z($n|zn) < 2—[% log \B|—7——7—]

2—”7’
= (24)
B

Now we have shown that the condition (9) is satisfied with o« = 27"7, where 7 is arbitrarily small if ¢ is. Now we need to

show that (10) is also satisfied. This condition can be equivalently written as Px z(B¢) is exponentially small, (A¢ denotes

complement of set A). To show this consider the following

1
Py (U = Tix,.) = 4020 & T | =

where A — B denotes all the elements that belong to A but not to B. Hence this equation is equivalent to saying that what is
the probability that the codeword sequences are not typical. We know from corollary 7A that (25) is exponentially small for
any § > 0, and if 2} € U N Txy,., € < ¢, then

Wa (Tixz) (2))|2)) < 2|X[| B2 o6



by part (i) of typicality lemma.
Finally, we need a lower bound to |B,], i.e., the number of those z} € U which are jointly typical with a given z™ in the
projection of B to Z™. As such 2" satisfy Tx 7 (2") # (), corollary 7A applied with Z in the role of Y yields

1
Elog|{i caf € Tixz) ()} — 1(X;Y) =0 — I(X; Z)| < 7, des., (27)

where 7 is arbitrarily small if ¢ is. This completes the consideration needed to apply part (ii) of Lemma 2 to this scenario,
and it follows that k there can grow with an exponential rate arbitrarily close R = I(X;Y) — I(X; Z), if § and ¢ are small
enough. ]

IV. CONCLUSION

In this paper we have achieved secrecy rate equal to the main channel capacity by using previous secret messages as key

for transmitting the current message. This can be done while still retaining strong secrecy.

APPENDIX A
PROOF OF LEMMAS

A. Proof of Lemma 1

: We fix ¢ € {1,...,k} for a random mapping 7. Define an indicator random variable as

1, ifw(u)=1

x(z) =4 .
0, otherwise

It is easy to see that x(u),u € U, are independent, identically distributed (i.i.d.) random variables with Pr{x(u) = 1} = 1/k.

Next we define following probability distribution as
P(r=1 (i) = Y Plu)x(u). (28)
ucl

Applying Chernoff bound on (28) we get, for any g > 0.

Pr {P(ﬂ'_l(z)) > 1 ‘]: € >} — Pr {Q(ﬁdzueu P(U)X(u)) > Z(ﬁdlte)}

E [2604 S uew POX(w)]

(@) o—palisp lH QBdP(u)x(u)]
ueU
) 5—paty 11 {E (2/3dP(u)x(u))}
ueU
9yt T {Prix(u) = 12770 + Prix(u) = 0}2°}
ueU
gt T { Tasere 4 - L
a k k
ueU
e 1
— 27 I {1 + 7 [25‘1”(“) - 1} } . 29
ueU

where (a) follows since U is discrete set, (b) follows because x(u) are i.i.d. and (c) follows since Pr{x(u) =1} =1/k.



Now it is by the hypothesis P(u) < 1/d for all u € U, and noting that 2° = e™(2") = ¢#1n2 we have
4!
=1

BdP(u)In2 |1+ i (BdP(u)In2)i-1

|
j=2 J:

Y gap(u)m2 |1+ i B2y

b oo
¢ BdP(u)In2 (14

© BdP(u)ln2
= BdP(u)In2(1 + 8%), (30)
where
5 = B1n2
- 2(1-p3In2)
(a) follows from the hypothesis P(u) < 1/d, (b) follows since j! > 2 for j > 2, (¢) follows from sum of infinite geometric
series, provided that 5*In2 < 1.
Now we note that the for function f(t) = 1+ ¢In2 — 2!, f'(t) = In2 — 2'In2 and f () = —2%(In2)2. Now f/(t) =
0 = t=20and f (0) <0 hence the function f(¢) is decreasing, hence for ¢ > 0 f(t) < f(0) hence 1 + ¢In2 < 2¢. Now
using this inequality and going back to equation (29) we have

2705 I {1 n % [2&“’(“) - 1}}

€Y

uel
(a) _Bdlze l *
<2 g{{u 7 1BdP(u)n2(1+ 5 )]}

(b) 14€ 1 *

< 2—f3dT H ZEﬁdP(“) In2(148%)
ueU

= Q_Bd%QZuEM %ﬁdp(u) ln2(1+6*)

(©) o BdiEe oBd(148°) /k _ o5 (c—5") )
N 1 =cl 1 h w« _ __cloge/(1+e) _ elogeln2 — /9 finall
ow we let 3 = eloge/(1 + ¢€), whence * = S—cloge/(119) — 2(1te—clogen?) — €/2, we finally get
2dloge 2
Pr {P(ﬂ'l(’i)) > 12;_6 >} <2” 2k{é11+e> — 672(1+[Z)k (33)

Similarly we have

1- 6} — pr {Q—deugu P(u)x(u) -, Q—Bdlgs}

k
<275 I {1 + % [2"de(“) - 1] } ~ (34

ueU

Pr {P(W‘l(i)) <



Now we bound the term 2-89F(®) _ 1 ag

d dP ln2)
9—BdP(u) _ Z —p
Jj=1

< —BdP(u)In2 (1 - 5ﬂdP(u) In 2)

< —fBP(u)In2 <1 — ;51112> . (35)

Using (35) in (34) we get

Pr {P(wl(i)) <1 ; 6} < /2 (36)

From (33) and (36), we get

1
Pr {‘P(w‘l(i)) — k’ < Z} > 1 — 2ke < 4/2k01te) (37)
B. Proof of lemma 2 (Secrecy Lemma)
Proof: We define the following set
Gy = {u: Pyjv(ulv) < 1/d}. (38)
We have
rov ({0 Potulo) < 3) = 5 Py pv @ulo), (39)
veV
Now consider a set
&= {v: Pyy(Gulv) <1-n} (40)

Now we show that Py (£) < 1.
Now as each probability distribution (PD) Py v (.|v),v ¢ £, satisfies hypothesis (ii) of lemma 1, i.e. the bound in (6), with
arbitrary € > 0, holds simultaneously for each Py (.[v),v ¢ &, in the role of P, at least with probability

_E0a-md
1 — 2k|V]e” 207 * (4D
For convenience we set € = 2a,« < 1/6, then €2(1 —n)/2(1 +€) > o (if n < 1/3), and thus the final probability is atleast
1 — 2k|V]e= "k, (42)

Now we use lemma 8 to prove the security index bound. The variation distance bound (10) allows us to bound the difference
of (H(w(U)|V = v) from the entropy log k of the uniform distribution, e.g., by lemma 8. We use one more sharper bound of

lemma 9, to obtain for v ¢ £
€+ 277

2
where € = 2a. For v € £ we bound the entropy difference trivially by log k. Thus by definition of security index, we get the

2n
log k — H(x(U)[V = v) <

ogk + h(

(43)

required bound.

(ii) Since it is given that B satisfies (9), we have some notations

2
B £ Bm{b{ x C}, where C £ {v : Py(v) > a|13{5|’1,| } (44)



Thus for (u,v) € B we have

Popy(ulo) = T

(o]B])~"
— a?[B,]|B]!
1

~ o3 min|B,| (“43)

This implies that (6) holds with d = o min|B,|, because Pyy (B > Pyy (B— Py (C), where Py (C) < a2 due to > evlBol =
|B].
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